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INFORMATION SECURITY POLICY STATEMENT

The Communications Authority of Kenya (CA) is committed to safeguarding the confidentiality,
integrity, availability, cyber security and privacy protection of information and information processing
facilities in enabling a sustainable digital society through responsive regulation.

To ensure integration and effective management of information security practices within the Authority,
an Information Security Management System (ISMS) has been established, implemented and
maintained.

The Authority is committed to fulfil the requirements of ISO/IEC 27001 Standard and any applicable
requirements related to information security.

The Authority is also committed to continual improvement of ISMS for suitability, adequacy and
effectiveness.

As part of this framework, measurable Information Security Objectives shall be established,
implemented and monitored at various levels throughout the Authority.

The Authority, through the implementation of its ISMS Policies and Procedures, aims to:

e Nurture a positive and proactive culture toward information security within the Authority;

e Ensure compatibility between information security objectives and the Authority’s strategic
direction;

e Ensure that the ISMS contributes to the successful achievement of the Authority’s strategies by
proactively identifying and managing information security risks and exploiting opportunities;

e Provide assurance to interested parties of the Authority’s information security capability and
commitment in meeting their relevant needs and expectations;

e Ensure protection of Personal Identifiable information (PII); and

e Ensure there is identification, protection, detection, response and recovery from Cyber threats and
incidents.
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